Symmetric encryption has been a standout amongst the most reliable option by which security is accomplished. In modern block symmetric ciphers, the substitution-boxes have been playing a critical role of nonlinear components that drives the actual security of ciphers.
discerned from the cipher-text by hiding the relationship between them. Whereas, confusion hides the intermediary within key and encrypted data ensuring that the key cannot be guessed by any unauthorized intruder. In block ciphers, the property of confusion is achieved by employing substitution-boxes (S-boxes) and diffusion is imparted through the usage of permutation-boxes (P-boxes) which are linear in nature [1] . Let g: B n → B m denotes an n×m S-box which maps n-bits input values to m-bits outputs. In cases where n = m, the S-box are bijective in nature if all outputs occur exactly once. The S-boxes are the only prominent nonlinear components that decide the security strength of block ciphers. They are designated to alter the plain-text to lend high nonlinearity and strength against attacks. An S-box with low nonlinearity scores considered as cryptographically weak and can compromise the security of cryptosystem. Therefore, it has been a challenge in research to construct cryptographically potent substitution-boxes that can impart high non-linearity and security to cryptosystem.
The chaos-based cryptography has attracted the attentions of researchers, academicians and scientists in areas of mathematics, computer science, engineering, etc. Chaos has been considered as fitting to design security primitives on account of its enticing lineaments such as being sensitive to initial conditions, pseudo-random-like, long periodic and high ergodicity [1, 2] . It has been exhaustively explored to construct methods for text, image, video, audio encryptions, hash functions, S-boxes, authentications, data hiding, etc. This paper proposes to present novel approach to synthesis efficient S-box using travelling salesman problem and PWLCM chaotic map. The performance measures are quantified to evaluate strength of proposed S-box. The results of statistical analyses are compared with some recently synthesized S-boxes and found to possess better virtues.
Proposed Design

Traveling Salesman Problem
The travelling salesman problem was formulated in 1830s by mathematicians Hamilton and Kirkman [3] . The TSP is a standout amongst the most considered combinatorial advancement issues from NP set. The TSP problem is to discover efficient hamiltonian tour in weighted graph of cities a salesman can take. The solution for TSP appreciates wide pertinence in an assortment of practical areas of study. Some of the finest applications of TSP include scheduling problems, DNA sequencing, bus routing problem, etc.
Piece-Wise Linear Chaotic Map
Among dynamical systems, the piece-wise linear chaotic map is 1D system is widely contemplated chaotic systems whose state equation governs as [2] :
Where x∈(0, 1) for all n≥0 is variable, p represents control parameter, n is count of iterations and x(0) defines the map's initial condition. The PWLCM shows chaotic demeanour for all p∈(0,1).
Algorithm
The proposed algorithm is designed to employ TSP and chaos in novel manner. Like other S-box proposals, the anticipated algorithm also has the features of simplicity and low computational overheads. The steps of algorithm are follows as:
Step 1. Generate an initial S-box as:
1.1 Let S = {} be an empty set, take initial values of x and p. Step 7. Lastly, process S using 34 th complete sub-graph as:
7.1. Select eight last elements of S as nodes to make next sub-graph. The final configuration of S-box obtained with proposed approach is listed below in Table 1 . 
Statistical Results
In this section, the strength of substitution boxes is quantified against notable performance indexes such as bijectiveness, degree of nonlinearities, avalanche effect and differential uniformity. These statistical parameters are evaluated to annotate its pertinency for block ciphering. Further, the outcomes are adjudged against some recently investigated S-boxes.
Bijectiveness
An 8×8 S-box is said to be bijective, if it is a one-to-one and onto mapping from input vector to the output vector or if S-box has all unique elements in the range [0, 255]. Since, the S-box depicted in Table 1 has unique entries in the specified range. It can be claimed that the proposed S-box satisfies the bijectiveness.
Nonlinearity
For a cryptographic n-bit Boolean function f, its nonlinearity symbolizes the degree of dissimilarity between f and n-bit affine function most similar to f. It is the least hamming distance between the vector representing function's truth table and the set of all n-bit affine functions. A function having high minimum hamming distance is said to have high nonlinearity. High nonlinearity provides resistance to linear approximation attacks [6, 7] .
Contrarily, Boolean function with low nonlinearity can be approximated by some affine function. The nonlinearity of a Boolean functions f is accounted as:
Where, S (f) (w) is the Walsh spectrum of function f and x.w denotes the dot-product of x and w. The nonlinearity scores for the eight Boolean functions of proposed S-box are 108, 110, 110, 108, 106, 106, 106, 106 providing an excellent statistics like 106 as minimum, 110 as maximum and 107.5 as average score which are undoubtedly more influential than scores of other S-boxes investigated in [4] [5] [6] [7] . Hence, the proposed S-box offers better nonlinearity, security and resistance to linear attacks. 
Where, X is the set of all possible input values of S-box. The proposed S-box offers a max DU of 10 which is superior than max DU score of 12 of S-boxes investigated in [5, 6, 7] .
Conclusion
In this paper, an efficient 8×8 substitution-box synthesis scheme is presented which is based on the concept of travelling salesman problem and chaotic map. A novel idea is explored to yield cryptographically proficient setup of substitution-box. The performance excellency, consistency and acceptability of the proposed scheme and S-box is defended by the standard statistical outcomes. The experimental results show that the anticipated substitution-box is cryptographically more impressive when contrasted with some recently investigated S-boxes.
